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Abstract:

In this study, we aim to measure the overall impact of the Israeli-
Iranian cyberwar on the Arab regional security using the regional
security complex theory of Buzan, Weaver, and de Wilde. To this
end, we analyzed international relations in the Arab world,
including changes in patterns of amity-enmity, mutual security
dependence, and distribution of powers.
This study proved that Israeli-Iranian cyberwar had a measurable
impact on Arab regional security. The repercussions, dangers and
threats of this cyberwar have led to fundamental changes to
patterns of international relations in the Arab region, including:

e Increasing mutual Cybersecurity dependence

e Changing the patterns of amity-enmity

e Changing the balance of cyber power among the countries

of the region.

This finally resulted in forming an Arab regional Cybersecurity
complex, at the initiative of the Kingdom of Saudi Arabia with
participation from the Gulf Cooperation Council countries.
Keywords: cyberwar, Arab regional security, regional
cybersecurity complex, Saudi Arabia, Israel, Iran.
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! Barry Buzan, 2007, People, states & fear: An agenda for international
security studies in the post-cold war era (2nd ed.), Colchester, UK: ECPR
Press

2 Barry Buzan, 1988, The Southeast Asian security complex. Contemporary
Southeast Asia, 10(1), 1-16.
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! L. Rainie, J. Anderson, & J. Connolly, 2014, Cyber Attacks Likely to
Increase, Pew Research Center, Oct 29, accessed Apr 24, 2022,
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2 Maris Andzans, 2014, Securitization in Defining Regional Security
Complexes: the Case of the Baltic States (2004—2013), Summary of the
Doctoral Thesis

% Barry Buzan and Ole Waver, 2003, Regions and powers, Cambridge, UK:
Cambridge University Press, p. 435
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1 M. Pruckova, a 2022, Regional Security Complex Theory and the Baltic
states. How Have Their Relations with the Russian Federation Changed after
the Bronze Year 2007 incident? Security Outlines, Mar 23, accessed May 11,
2022, https://bit.ly/3L5qjzr

2 Ondfej Rojcik, 2019, “Achievements and Failures of NATO Cyber
Policies”, In NATO at 70: Outline of the Alliance Today and Tomorrow,
edited by R. Ondrejcsék, T. H. Lippert, 179-192. Bratislava: STRATPOL

8 M. Pruckova b, 2022, Cyber Attacks and Article 5 —a Note on a Blurry but
Consistent Position of NATO, ccdcoe.org, accessed May 11, 2022,
https://bit.ly/3FJ6qgr
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1 E. Rhodes, 2000, The American Vision of Baltic Security Architecture:
Understanding the Northern Europe Initiative, Baltic Defence Review, 4,
pp.91-112, accessed May 11, 2022, https://bit.ly/3w6jnOl

2 Una Bergmane, 2020, Fading Russian Influence in the Baltic States, Orbis
64(3), p-p 479-488

$ Dmitry Gorenburg, 2019, Russian Strategic Culture in a Baltic Crisis,
George C. Marshall European Center for Security Studies, Mar 2019 ,
accessed May 11, 2022, https://bit.ly/39cgySy

4 Una Bergmane, 2020, op. cit.

5 M. Pruckova, a 2022, op. cit.
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! Russell Seeger & Dania Thafer, 2018, “The New Battlefront: Cyber Security
across the GCC — Gulf International Forum.” Gulfif.org, Oct 29, accessed
Nov 30, 2022, https://bit.ly/3XNimWW

e daa) (Ll B ) e Al ) — Aok pa) ) ) Al )

1226



(2023) sl 8 22 3 Alaa Lo ol il jall al) agaall Ao

G el gl Aped) B el ASLed) Ala Al e Juad
Conl el a el cacm et Sl dulail Jaiill 4a5 e Lgiiss
Al YAkl ) Al ol

S alaeYl e Ag W) — A4 puy) Al coall B Y
A el Joall G daliall

A0 Al jaeal) ol jadll yyedaig 3 3al

s lals ek sae e Jeall A Ayl < el sl
A e DY) il P lersnd O legladl La gl iy Jlaty)
Gl il 8 oand b e L el ddhid) Gl cule Gl
DED aes LSl Alda 4 et L Gilasladdl b gl i€y Sl
e paliail ) leadaee L Cus Jlad) 13a 8 5 paliall Al
sl O 3ad asas (s Al Joall ppen (8 48l alasnd 3 les
58l OIS Ly M ol S 5 el Cam e paiall alladl Jga5 A el
Goall S aaY AaluS el ddhidl Ll el s ol Gl

11TU, 2013, MEASURING THE INFORMATION SOCIETY 2013, op.cit.
And

B. Bilbao-Osorio, S. Dutta & B. Lanvin, 2014, Insight Report: the Global
Information Technology Report 2014, Rewards and Risks of Big Data, World
Economic Forum, accessed Feb 22, 2022, https://bit.ly/3verZ5v. And

ABI Research, 2014, GLOBAL CYBERSECURITY INDEX. ITU, op.cit.
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1 S. Ghernaouti-Hélie, 2008, From risk management to information security
policies and practices: a multi perspective framework for ICT security
effectiveness. Geneva: International Telecommunication Union, Apr 14,
accessed Feb 22, 2022, https://bit.ly/3vdfWoO

2 Nermeen Abbas, 2018, op. cit.

3 Kate Fazzini, 2019, “The Saudi Oil Attacks Could Be a Precursor to
Widespread Cyberwarfare — with Collateral Damage for Companies in the
Region.” CNBC, Sep 21, accessed Nov 5, 2022, https://cnb.cx/3U8JWIj

4 Ibrahim al-Hussein, 2017, “60 Million Cyber Attacks Targeted Saudi Arabia
in One Year.” Al Arabiya English, May 2, accessed, Nov 5, 2022,
https://bit.ly/3UnOs9k
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! Hala Tashkandy, 2020, Cyberattacks hit 95% of Saudi businesses last year,
says study, Arab News, Aug 12, accessed Nov 5, 2022,
https://arab.news/j4pt5

2 Yoel Guzansky & Ron Deutch, 2019, How Prepared is Saudi Arabia for a
Cyber War? INSS Insight No. 1190, July 10, accessed Nov 5, 2022,
https://bit.ly/3icsOHI

$Liviu Arsene, 2020, Iranian Chafer APT Targeted Air Transportation and
Government in Kuwait and Saudi Arabia, bitdefender.com, May 21, accessed
Nov 5, 2022, http://bit.ly/3u4SHvv
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1 IDC, 2020. "Cybersecurity and its impact on digital Saudi" idc.com,
accessed Nov 5, 2022, https://bit.ly/3E4AG8y
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